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Disaster Recovery Plan

Purpose and Scope of the Plan:

AbleNet’s disaster planning process takes an “all hazards” approach. While there are many different threats or hazards, the probability that a specific hazard will impact the business is difficult to determine. Therefore, the overall objectives of AbleNet’s Disaster Recovery Plan are to protect its resources, and to ensure the ability of AbleNet to function effectively in the event of a severe disruption to normal operating procedures. The primary role of the Disaster Recovery Plan is to document AbleNet’s plan for response, recovery, resumption, restoration and return after severe disruption.
A disaster is defined as the occurrence of any event that causes a significant disruption in AbleNet’s capabilities. The central theme of the Plan is to minimize the effect a disaster will have upon on-going operations. 
The Plan is a systematic guide from disaster to recovery. The basic approach, general assumptions, and sequence of events that need to be followed are stated clearly in the documentation that follows.  While using the plan during a severe disruption, it may be in the best interest of AbleNet to modify directions for many reasons. All alternative actions should be documented, and as soon as appropriate the plan should be resumed and revisions made as appropriate. The Plan will be distributed to all key personnel, and they will receive periodic updates. The general approach is to make the plan as threat-independent as possible. This means that it should be functional regardless of what type of disaster occurs. 
Gloria Olson, Safety planner for AbleNet, will activate and deactivate the disaster plan at her discretion.
Examples of a disaster include, but are not limited to:
· Tornado
· Earthquake
· Hurricane
· Winter Storm/Blizzard
· Terrorist Attack
· Power Outages
· Hazardous Chemical Spill/Release
· Homeland Security Issues
When any of the following disasters are imminent, have occurred or are occurring, the following disaster plan recovery procedures should be followed:






Informing Office Staff if office is not open when the disaster occurs:
All employees will be contacted via phone to inform them of a disaster that occurs during non-business hours. Gloria Olson will contact employees via telephone. The “call order” for employees will be completed by calling the next employee below on the list.  Employees will be given instructions at that time as to whether to report to the office.

If for any reason an employee cannot make it to the office due to the disaster, their duties will be covered by the office manager or a co-worker.

If staff is in the office:
In the event of a major physical disruption, standard emergency procedures must be followed. (see Policy ICS 8).  This means at minimum, employees should:
· Activate the standard alarm procedures for the building to insure that medical, security and safety departments and emergency authorities are correctly alerted.
· If necessary, evacuate the premises following the evacuation procedures and assemble outside at the designated location, if it is safe to do so.
Refer to the following list for emergency contacts and phone numbers
Emergency Contacts and Phone Numbers

· Fire Department - 651-792-7009
· Ambulance - 911
· Local Law Enforcement - 651-767-0640
· State Law Enforcement - 651-215-1328       
· Rescue - 651-792-7009
· Water Company – 651-792-7003
· Gas Company - Xcel Energy 1-800-895-2999
· Electric Company - Xcel Energy 1-800-895-2999
· Public Works - 651-792-7003
· Emergency Coordinator -  Gloria Olson 651-308-0276
· After Hours Roster and Key Staff Contact Information
· Please see Appendix A


Informing the Public and/or Press:
In the event of a disaster or crisis in our institution, Gloria Olson, Safety Planner, will speak with the public and/or press about the incident.  


Patient Notification: 
Because AbleNet does not provide life sustaining equipment, there is no need to immediately notify patients. All of AbleNet’s clients receive emergency instructions when the equipment is delivered to them.




Key Supplier and Vendor Information:

In the event that AbleNet has a disruption of the flow of supplies and the ability to ship goods or deliver services, such operations will be temporarily provided by AbleNet distributor partners.  Currently AbleNet has distributor representatives in each of the states as well as a network covering 60+ international locations.  These distributors maintain an inventory of the products and are trained and prepared to support customers.    



Key Contacts:
Key contacts for AbleNet will be notified of the change of supplier via the AbleNet website, telephone, and/or email.

Critical Business Employees/Functions:
AbleNet maintains a generator for continuing to provide power to the office.  Should the facility be unavailable key staff maintain laptops, iPads, and cell phones that allow them to continue to perform critical customer support and business functions.

Recovery Locations:
In the event that AbleNet needs to conduct business at an alternate site, employees will work from their homes until further notice.  

Vital Records:
All vital electronic records for AbleNet are backed up daily and we also use a RAID system to maintain multiple backup sources for electronic data and information.  These physically backed up files are moved to off-site storage options each week. 

Computer Equipment and Software:
AbleNet maintains a list of all computer equipment, hardware and software needed to fulfill critical business functions. AbleNet will:

· Keep a backup copy of the computer’s basic operating system, boot files and critical software and have additional copies of operations manuals.
· Maintain an up-to-date copy of computer and internet login codes and passwords

See attached for the list of computer equipment, hardware and software needed to fulfill critical business functions.











Appendix A:  Key Contacts
	Call Squence
	First Name
	Last Name
	Cell Phone 
	Address (Employee)
	City (Employee)
	State
	Zip Code
	Miles to Office (Shortest route)

	1
	JENNIFER
	THALHUBER
	(651) 341-3433
	2473 BRIDGEVIEW COURT
	MENDOTA HEIGHTS
	MN
	55120
	15.81

	2
	INSAI
	VANGSOUA
	(651) 592-8031
	1374 IDAHO AVE. E
	ST PAUL
	MN
	55106
	10.56

	3
	DARYL
	CONNELL
	(651) 247-4536
	932 MINIJON DRIVE
	APPLE VALLEY
	MN
	55124
	24.89

	4
	JOSEPH
	VOLP
	(612) 281-1638
	532 INDIANA AVE N.
	GOLDEN VALLEY
	MN
	55422
	10.2

	5
	GLORIANNE
	OLSON
	(651) 308-0276
	985 POND VIEW CT
	VADNAIS HEIGHTS
	MN
	55127
	11.37

	6
	YUCHING
	WU-SCHULTZ
	(651) 795-1381
	1989 MONTANA AVE E
	ST. PAUL
	MN
	55119
	12.05

	7
	KATHLEEN
	MACRAE
	(952) 200-0553
	4191 GLEN OAKS AVE
	WHITE BEAR LAKE
	MN
	55110
	15.05

	8
	KAREN
	ROSS BROWN
	(612) 270-9773
	5786 HACKMANN AVE NE
	FRIDLEY
	MN
	55432
	5.52
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