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Policy
AbleNet has procedures in place to safeguard electronic patient/client records. 

Procedures
At minimum, the following safeguards are in place to safeguard electronic patient records:
· Each computer or network has built-in safeguards to minimize the possibility of fraud.
· Each person responsible for an attestation has a unique individual identifier.
· The date and time are recorded from the computer’s internal clock at the time of an entry, and date/time stamping is maintained to be accurate and current.
· [bookmark: _GoBack]Entries are not changed after they have been recorded. 
· A backup system is in place for all records, and a process is in place for disaster recovery and business continuity.
· Information systems and computer servers are secure.
· Safeguards are in place to prevent both unauthorized access to attestations done on electronic computer records and that the system cannot be breached or compromised.
· Procedures are in place to accommodate interruptions in electrical power that may impede access to electronic data, and the Company has a process to identify the most critical information and systems needed to continue to provide patient care and treatment.
· Appropriate systems and processes are in place to ensure the confidentiality and security of business programs and client information.
· Adequate safeguards to ensure that the system, its processors and other related services are secure and adequate for the need and size of the organization.

Additionally, AbleNet reviews all state laws, payer guidelines and HIPAA requirements for electronic records and complies with all appropriate standards.
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